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Abstract

At timesit is necessaryo obtain a group decisionfrom a number of di erent
nodes over a large network. Secretsharing protocols allow a quorum q of
a group of n peopleto arrive at decisionsby having the quorum recompute
a predeterminedsecret, sud as an accesscode, while preverting lessthan
g peoplefrom gaining any information about the secret. Howewer, currert
protocols[6, 5] are vulnerablewhen participants cheat, for exampleby giving
falseinformation to other participants. In this work, | presen a powerful new
protocol which detects cheatersimmediately and halts the exchange before
any more information is revealed. In addition, it preverts cheatersfrom
gaining any information without revealing an equal amourt of their own.
This protocol will presert new paradigmsin a variety of applications, such
as electronicballoting and secure le systemfault tolerance.

Keyw ords: cryptography, secretsharing, distributed security, simulta-
neousexdiange, zero-knavledgeproof



1 Intro duction and Motiv ation

In his will, a man left a safeto his eleven squabblingrelatives.
To ead individual heir, he gave a secret. In his will, he said
that if eight or more of his elewen relatives could put asidetheir
di erences and pool their resourcesthey could computethe safe
combination from their individual secrets. Otherwise, the safe
would remain locked and no onewould inherit anything.

In order to executethe will in this parable, a special protocol is required
to allow a group of peopleto sharea secretsud that a quorum of them
can recompute the secret, yet lessthan that quorum can gain no informa-
tion. In addition, sud a protocol requiresthe prevertion of cheating sothat
participants are unableto extract more information than they reveal.

A protocol of this nature is called a (g;n) threshold schemeor secret
sharing problem A secretsharingproblemin generalhasthe following char-
acteristics:

1. a secretS is divided into n pieces,or shares
2. knowledgeof quorum g or more sharesallows S to be easily computed,;
3. knowledgeof g 1 or lesspiecesrevealsno information about S.

In addition, it must be assuredthat participants in the protocol are unable
to cheat. The secretsharing problem implicitly assumeghat shareswill be
pooled by the quorum to compute the secret. Various protocols have been
created [5, 8, 1]. Someof theseinclude techniquesto catch cheaterswho
might put bogusvaluesinto the sharedpool of information. Evenif cheaters
can be detected, a problem remainssincecheaterscan still seethe cortents
of the pool beforerevealing their own shares. A workable protocol must be
ableto ensurethat cheaterscannot seethe cortents of the pool without rst
adding their true sharesto it. This would ensurethat a cheating party could
not gain any advantage.

2 Description

In order to solwe a distributed secret sharing problem, a (g;n) threshold
shemecan be implemented. Howeer, a few extra constrairts are needed:
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4. Any party involved will be unableto extract someoneelse'ssharewith-
out revealing its own.

5. Any party involved with the protocol will be detectedif it cheats.
and optionally:

6. New sharescan be created which can replace or supplemen older
shares.

We assumethat the secretis boundedby a public prime p, andq n.

A protocol which has all of these characteristics can nd application in a
variety of settings. For example:

Distributed Decision Making[4] Let the secretbe a key, for examplean
accesxode. The questionis whether the accesscode is allowed to be
used. The solution: divide up the key into n sharesand give one share
to ead of the n peopleinvolved. Let g be the number of \y es" votes
necessaryto decideto usethe accesscode. When someonedecides
to vote \y es,"” she simply adds her shareinto a generalpool. When
g sharesare in the pool, the accesscode can be computed and used.
Otherwise, the accessode will remain safelyanonymous.

Hierarchical Accesg6] Similar to distributed decisionmaking, let the
secretbe a key. Howewr, instead of giving one shareto eweryone,
prioritize peopleaccordingto authority. In a businessfor example,you
could give the CEO ¢ shares{the secretin essence.For eath menber
of the board, you could give ] shares.For ead manager,3 shares,and
soforth. Thus, rather than requiring g peopleto corvene, all that is
necessaryis to gather peoplewhom together have q shares.

Secure File Storage and Fault Tolerance[3, 2] Let the secretbe a le.
Let n be the number of disks available with ead disk receiving one
share,and let g be the minimum number of sharesneededto re-create
the le. Thus, in order for an interloper to gain accesdo the le, he
must gain accesgo qdisks. This providesmuch greatersecurity for les
than would exist by simply keepingthe le in onecertral location asit
requiresaninterloperto gainaccesso ead individual disk. In addition,
this method provides superior fault toleranceto a simple backup copy
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sheme. In order for the le to be lost, morethan n q 1 disks
must fail. As this method doesnot require an extraordinary amourt of
additional data over the single badkup scheme, it is doubly attractiv e.

3 Shamir's Solution

The rst secretsharingprotocol was createdby Adi Shamir [6]. His protocol
is not protected against cheating attacks.

In Shamir's original protocol, a Dealer, the personwho knows the secret,
createsa polynomial f (x) of the form:

f(x)=x%+aq x* '+ +ax+S (mod p)

wherethe coe cients a;:::ay 1 are chosenindependertly from [0, p). S'is
the secret(an integer modulo p) and p is a large public prime.

The Dealer sendsto ead participant C,:::C, f (i) (assumethat the
participants know their index). Hereafter,we will referto f (i) asC;'s share
s. When q patrticipants desireto recomputethe secret,they exdiangetheir
shareswith ead other. We will referto q asa quorum Once they have g
sharess; :::sq, they can createq equations. To nd S, they needonly sole
for S and ead & in the following systemof equations:

f(s1) = si+aq:s! '+ +as;+S  (modp)
f(s:) = si+aq188 '+ +as,+S  (modp)
f(sg) = si+agisit+ +asq+S  (mod p)

wherep and ead f (s)); s. are known.

Tosolefor Sanda; :::aq 1, all that is requiredis to solve for g unknowns
with g equationsin a modulo eld. In matrix form (¢ = Mv, wheret and
M are known) this is:

2 3 2 3

f(sl) g s 1 s aq 1

f s P S | :

(2) E ° ’ %g ' é (mod p)

: a;

st s 1 S
|_& Al LIS
known known unknown



All that is neededto solwe for ¥ (and thus S) is a simple matrix inversion
modulo p and multiplication. Computation modulo p is simple to do since
the integersmodulo p form a eld (z=pz).

3.1 Pro of of Correctness

Theorem 1 A participant with g 1 (or less)sharescan gain absolutelyno
information alout the secret S.

Pro of: Assumingthat a participant doeshave q 1 shares,he can create
the following:

f(s;)) = si+ag i8] '+ +as+S (mod p)
f(sy) = si+ag 1S "+ +as+S (mod p)
f(sqg1) = Si1+81S]1+ +a&sg:1+S  (mod p)

To nd S, he hasto solwe for g unknowns with only g 1 equations. The
best he can do is create an equation for S with one degreeof freedom|[7],
which givesno information about the actual value of S. [

3.2 Weaknesses
There are two major weaknesses Shamir's protocol:

1. Bogusvaluesare undetectable.

2. Participants neednot reveal their true share.

Thesetwo weaknesseare distinct, becauseewen if a bogusvalue was de-
tected, it would not necessarilygive any information about the true value.
Howeer, should someparticipant A give another participant B invalid in-
formation after B hasalready given valid information to A, evenif B could
detect A's bogusinformation A will still have more information than B. To
seethis, considerthe following example:

Example 1 Assumethat the secret S is 13, and that q is 3. Also assume
that the Dealer has created the polynomial:

f(x)= x>+ 11x?*+ 4x + 13 (mod 17)
and hasdistributed the following points to Alice, Bob, and Carl:
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Alice: (1;12) Bob: (2;5) Carl: (3;15)

Normal interpolation wouldresultin the following equations:

12 = 1+a+b+S (mod 17)
5 = 8+4a+ 2b+ S (mod 17)
15 = 10+ 9a+ 3b+S  (mod 17)

which translatesinto the following matrix form:
2 3 2 32 3
11 111 a
8146=94 2 168 b5 (mod17)
5 9 31 S

which naturally resultsin [a;b;S] = [11; 4; 13]
However,if Alice tries to fool Bob and Carl, shecan submit (1; 8) instead
of her actual value. Bob and Carl will then try to solve:

8 = 1l+a+b+S (mod 17)
5 = 8+4a+ 2b+ S (mod 17)
15 = 10+ 9a+ 3b+ S (mod 17)

which translatel in matrix form to:
2 3 2 32 3

7 111 7a
814£6=94 2 1689 b% (mod17)
5 931 S

WN -

which yields the incorrect result of [a;b;S] = [9; 14; 1]. However,to the eyes
of Bob and Carl, everythingis asit shouldbe until the secret is actually usel
and is found to be in error. However, Neither Bob nor Carl can determine
who cheated, as Alice can easily interpolate the incorrect answer and show
that to Bob and Carl, demonstating that she also has been duped and dces
not know the true secret. Yet Alice now has both Bob's and Carl's shares,
and can compute S at her leisure.

4 Ben-Or/Rabin  Solution

Tal Rabin and Michael Ben-Or improved on the protocols of Shamir and
others|[8, 1] by introducing a zero-knavledgeproof basedupon Check Vectors
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into the protocol [5]. The improvemen to Shamir's secretsharing protocol
that we are concernedabout is as follows:

For ewvery participant A; B the Dealer picks two positive non-zerointegers
bne ;Yas 2 Z, and calculates

Cag = (bag)(Yas) + sa (mod p)

Then instead of just distributing a shares, to A, the dealergivesA s, and
yag and B the pair (bag ;Cag ). This pair is known asa Check Vector. 1t is
important to note that A keepssy andyag secret,just asB keeps(bag ; Cag )
secret.

When a quorum of participants wish to recomputethe secret,eat par-
ticipant A excangeshis information privately with participant B. B then
useshis ched vector (bag ; Cag ) to ensurethat:

Sa + (bas )(Yas) = Caz (mMod p)

Thus, A cannottry to passB a bogusvalue.

4.1 Pro of of Correctness
We needto show two things to prove that this protocol works as stated.
Lemma 2 The prolability of A deceiving B is p—ll

Pro of: In order for A to deceive B, A must senda s? andy; sud that:

sp+ (s )(Yag) = Cas (mod p)

Howe\er, there is only onepossibley?; that will satisfy this equation. Thus,
A hasa probability of 1—1p to pick the correctvalue, ashe hasno information
about (bag ; Cag )- n

Lemma 3 B hasno information from his check vector (bag ; Cag ).

Pro of: As mentioned in the precedingproof, for all s there existsa unique
y sud that:
s+ by=c (mod p)

The corverse,for ewvery y there existsa unique s, alsoholds. Thus, B hasno
information about sS4 . m



4.2 \Weaknesses

The weaknessesf Shamir's solution were twofold: participants could reveal
bogus information into the protocol and thereby prevent the secretfrom
being recomputed, and secondlythey could give invalid information after
receivinganother participant's valid information. The Ben-Or/Rabin proto-
col detects fraudulent valueshandily, eliminating one of the weaknesse®f
Shamir's protocol. Unfortunately, the other still remains,namely:

Participants neednot reveal their true shares.

As this protocol involvesan exdangeof information, the following situation
is quite possible:

Alice and Bob decideto recomputethe secret. Bob sendshis partial secret
to Alice, but after receivingboth Bob's secretAlice decidesto sendeither a
bogusvalue or nothing at all. Thus, Alice can now compute the secret,but
Bob cannot, nor is he able to prevernt Alice from doing so.

5 Bit wise Check Vector Solution

The idea behind the ybc Vector Protocol is to use a bitwise variant of the
Ben-Or/Rabin Ched Vector solution. The problem with the Ben-Or/Rabin
solution is that at somepoint in the protocol participant A will have B's
share,but B will have yet to receive A's share. Termination of the protocol
at that point will resultin A knowing B's sharewhile keepinghis own share
private.

This problem can be resohed by exdianging bits instead of the full num-
bers. Thus, at any point in the protocol, A will only be at most 1 bit ahead
of B, which is not a signi cant advantage, sinceexhaustive seard techniques
would allow an attacker to seart the spaceof feasiblefactors. A one bit
advantage translatesinto a factor of two in seard time.

5.1 The ybc Vector Proto col

To describe the protocol, we will initially focus on the bit-by-bit exdange
from Alice (A) to Bob (B). The full protocol betweenAlice and Bob occurs
whenAlice and Bob exdangebits interactively usingthe bit-by-bit protocol.

Let p be a large published prime. Recallthat p is the upper boundon S,
the coe cients a4 ;:::a1, and sharess; :::s,.
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(Step 1) The Dealer sends s and y to Alice;
For each s;; do:

(Step 2a) Alice sends sj; and y to Bob.

(Step 2b) Bob verifies  that sj+ By = & (mod p).

If so:

Bob sends an acknowledgment.

Alice returns to Step 2a.
Else:

Bob terminates exchange.

b;c to Bob.

Figure 1: One-sidedyhc Vector Protocol

The one-sidedprotocol works as detailed in Figure 1. The Dealer sends

a k-bit shares and a vector y of k integersto Alice, and two vectorsband €
of k integersto Bob,

Dealer

S; ¥ Hy be

Alice

Bob
Step 1. Dealer distributes to Alice and Bob.

sud that:
sij+ By =& (mod p)

whereB and y are chosenat random, and s;;; denotesthe i bit of s.
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1) andy_i sipt hyi = G
(mod p)

Alice Bob

Step 2: Alice sendsa bit to Bob who then veri es it.

At the end of this protocol, Bob will have Alice's entire shares, and will
know that s is valid.

Theorem 4 The prolability of Alice deceiving Bob on any given bit is ﬁ

Pro of: Without lossof generality, assumethat Alice is goingto try to fool
Bob for bit sj;;, and remain honestfor the rest. To fool Bob, Alice needsto
sendBob the pair (: sij;y) sud that:

sip+ hy?= 6 (mod p)

Howewer, from Lemma 2, we know that there exists only one y? that will
satisfy the equality. The probability of Alice picking the correcty?is ﬁ [

The completeprotocol is simply a concurren extensionof the previous pro-
tocol betweenAlice and Bob. All participants privately transmit the rst bit
of their sharealong with the appropriate y; privately to ead other. They
then verify all the bits they receiwe from the other participants, and cortinue
to the next bit. This is formalizedin Figure 2.

Example 2 Consider the full protocol using three participants, Alice, Bob,
and Carl. The Dealerbegins by creating the polynomial and subsguently cre-
ating and sendingthe appropriate shares and y; 15, and € to the participants,
as detailad in Stepl. For this example,assumethat the polynomial is of de-
gree 3, whichrequiresall three participantsto revel their sharesto recompute
the secret.

Dealer



(Step 1) The Dealer distributes sc; and the ¥c,c;;fcc; and e ¢, vectors.

For i = 1to k (where k is the number of bits in s) do:
(Step 2) Each C; privately —sends scj; and yc;ci to C
(Step 3) Each C verifies  sc, iy + (Bc;cii)(¥c cii) = €&ci (mod p).

If any C, detects cheating by someCy:
C, terminates the exchange with Cp,.
C, notifies  the other participants of Cp's attempt.
Else:
The protocol progresses to the next i.
(Step 4) Each C; solves for S.

Figure 2: Full ylc Vector Protocol

SaA S @@ Sc
¥aB ;DeA; B A ¥8A;DaB ; €AB @ Yca;bac;€ac
¥ac;Bea;€ca ~ysc;Bce;tca @@ Yce;BeciteC

Alice Bob Carl
Step 1: Dealer distributes to Alice, Bob, and Carl.

When all the participants decide to recompute the secret, they will privately
exchangeanformation bit-by-bit, as shownin Step2.

Safi] @nd ¥ag i ]

Sgi) and ¥gai

Alice Bob

10



@ @
SC[i]@@ @@ SA[i] Sci] SBi]
Ycai @ @ ¥aci YcBi Ysci
@ (&)

Carl
Step 2: Alice, Bob, and Carl exchangeshares.

After each bit is exchangd, Alice, Bob, and Carl will verify the validity of
the bit using the appropriate check vectors as shownin Step 3. Again, the
calculation is doneafter ead bit is exchangd and not after all bits havebeen
exchangd.

£ &

Alice Bob Carl
2
Sgii] t Beai¥Bai = €8ai  Sa[] T DasiYasi = €agi  Safi] + DaciYaci

Scii] + Beai Yeai = €cai Sciij t TesiYesi = €csi Seppt+ BeciYsci
(mod p) (mod p) (mod p)

Step 3: Alice, Bob, and Carl verify each others' bits.

€aci
€aCi

o Ilo
o ko

Once all three participants have received the other shares, they each create
the appropriate equationsand solve,as shownin Step4.

2 3 2 32 3
Sa s sa sa 1 a
ﬁsggzﬁsg S2 S 168 a5 (modp)
Sc s sz sc 1 S

Alice
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2 3 2 32 3

Sa ss sa sa 1 &
QSB&ZJ:ﬁsg S2 S 1£8 a5 (modp)
Sc s sz sc 1 S
Bob
2 3 2 ., 32 3
Sa S s2 sa 1 &
8ss6=9s 2 sg 158 a, & (modp)
Sc s sz sc 1 S

Carl

Step4: Alice, Bob, and Carl solvefor S.

The secret now being known, they are ableto useit asthey see t.

5.2 Space Requiremen ts

Foreat X;Y,whereX andY aredistinct parties holding shares the Dealer
needsto createthe following:

¥«y The ¥y vector which X will useto exchangehis sharewith Y.

Bcy The B componert which Y will useto verify X's share.

€y The e€componert which Y will useto verify X's share.

Ead participant C; hasthree setsof vectors,ead setof lengthn 1. Thus,
eah C; requiresadditional spaceof O(3(n 1)). Asthere aren participants,
this expandsto O(3(n  1)n) or simply O(n?) extra spacefor the ertire
protocol.

Note that ead yxv;Bxy, and €xy must be di erent for eadh X and Y
X; otherwise, two participants could collude and thus determine every y; B,
and €, which would enablethem to cheat without detection.

6 Conclusions and Future Research

Secretsharingis unusableunlessit canensurethat the peopleinvolved with
the protocol are unable to cheat. The ykc vector protocol ensuresthat any
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personinvolved with the protocol is unable to gain any information from
another personwithout rewvealing an equal amourt of his own information
(within a constar factor of 2). Howeer, this protocol doeshave the following
limitations:

1. A cheater can gain an advantage of one bit. Should a cheater decide
to take this advantage during the middle of a transaction and then
attempt to exhaustiely seart for the remaining bits, then he will
have an advantage of a factor of 2 on the other person. If both parties
have equivalert computational power, then this is not an advantage.
Howe\er, this could be a considerationif the cheater has substartially
more computational power (enoughsothat he can compute the secret
by brute force beforethe victim is able to do somethingabout it).

2. The memory requiremerts of this protocol are O(n?). For a reasonable
n, this is not necessarilyburdensome;however, for very large n, this
can be a problem. For example,this protocol could be usedwith ease
to implemernt electronic balloting with a constituert of 20, but would
be clearly impractical for a popular vote with a constituency of the
United States.

3. This protocol only allows for a one-timeuseof a secret. Oncethe secret
hasbeenrevealed,all outstanding keysbecomeuselessand there is no
way to re-securdhe secret. In the businessierarchy examplepresened
earlier, the accesscode would needto be changedat ewery use, and
ewvery personinvolved with the protocol would needa new share (as
well asall extra data required).

Future researb on secretsharingwould require that we extend the protocol
to overcomethese limitations. One idea would be to explore the use of a
secureco-processor9, 10| with the protocol. Proper use could remove the
needfor any form of chedk vector requiremen aswell as allowing the secret
to be re-securedijf the secureco-processolis the only ertit y that interpolates
and discovers the secret,then no participant will ever have knowledgeof it.

This idea naturally scalesto handle tamper-proof smart cards.
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A Notation

Check Vector A pair (b;c) usedto verify a shares.

Dealer The personwho originally hasthe secretand distributes the shares
to the n people.

Particip ant (A;B;C;etc) A personinvolvedwith recomputingthe secret.
k The number of bits in the secret.

n The number of peopleinvolved with the secretsharing.

p A large public prime.

g The quorum of people neededto re-createthe secret (this must be less
than n).

S The secret. For simplicity, we'll assumethis is an integer modulo p.

s (share) An integer value which, when combined with other shares,re-
computesthe secret.

sij The i™ bit of s.

yasi Thei™ componert of vector y which is usedby B to verify information
from A.
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